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STRATEGIC INTELLIGENCE IN PRIVATE EQUITY MARKET LANDSCAPE ANALYSIS

An examination of how the intelligence and analytics tools widely deployed across
private equity portfolios handle confidential company data — and why the

architecture of those tools, not just their terms of service, determines the true
privacy risk.

Executive Summary

Private equity sponsors have spent the last several years building out the analytical
infrastructure of their portfolios. CRM platforms, revenue attribution tools, Al-assisted
forecasting software, GTM data enrichment engines — the stack has grown more capable and
more deeply embedded in how portfolio companies operate and report.

What has received considerably less scrutiny is what happens to portfolio company data once it
enters these platforms. Not in the abstract policy sense — most vendors have privacy policies
that, read carefully, provide reasonable assurances. But in the structural sense: where does the
data go to be processed, whose Al infrastructure touches it, what sub-processors have access
to it, and under what conditions could it be retained, aggregated, or used in ways the sponsor
never explicitly authorized?

These questions are not hypothetical. They are architectural. And as the tools deployed across
PE portfolios have become increasingly Al-powered, the data flows they create have become
more complex, less visible, and more consequential — precisely as the regulatory environment
governing those flows has become more demanding.

Key Findings:

e The dominant architecture across Al-powered intelligence platforms requires client data
to be transmitted to and processed by third-party Al infrastructure — a structural
characteristic that most procurement and vendor assessment processes do not
adequately evaluate.

e Privacy policies and terms of service are necessary but insufficient risk management
tools. The relevant question is not what a vendor promises to do with data, but what its
architecture requires.

e Portfolio companies typically lack visibility into what their intelligence tools are doing with
their data — a gap that is particularly acute when the data being processed is
confidential, competitively sensitive, and subject to regulatory protection.

e Exit planning has become an Al governance issue. Buyers now scrutinize how portfolio
companies manage Al — including documentation readiness, data and IP clarity, and
privacy safeguard narratives. Sponsors who cannot answer these questions at exit
accept unnecessary transaction risk.

e The regulatory environment is accelerating. Eight new U.S. state privacy laws took effect
in 2025, and the EU Al Act — the world’s first comprehensive Al regulation — is now
fully in effect.

e A structurally different model — in which analytical capability is built and maintained
within a controlled environment rather than outsourced to external Al infrastructure —
eliminates the transmission risk at the source rather than managing it through
contractual controls.

© Copyright 2026 NorthShift Consultancy Group, LLC. All rights reserved. Page 2



STRATEGIC INTELLIGENCE IN PRIVATE EQUITY MARKET LANDSCAPE ANALYSIS

The Stack Has Grown. The Risk Audit Hasn’t.

The adoption of Al-powered intelligence tools across lower middle market PE portfolios has
accelerated meaningfully over the past three years. What were once enterprise-only capabilities
— predictive revenue forecasting, Al-assisted pipeline analysis, automated GTM data
enrichment, competitive signal monitoring — are now accessible at implementation timelines
that make them viable for portfolio companies in the $20M to $200M revenue range.

The business case for these tools is genuine. Better pipeline visibility, more disciplined sales
execution, faster outreach, cleaner operational data — the operational benefits are real and, for
sponsors focused on value creation during the hold period, increasingly difficult to ignore. The
question is not whether portfolio companies should use intelligence tools. The question is
whether the procurement and risk assessment process governing their adoption has kept pace
with what those tools actually do.

In most cases, it has not. The evaluation framework that portfolio operating teams and sponsors
apply when deploying a new intelligence platform typically focuses on three things: functionality,
integration compatibility, and cost. Security review, when it happens, tends to focus on access
controls, encryption standards, and breach notification policies — the conventional checklist of
information security due diligence.

What that checklist does not surface is the question of Al data architecture: specifically, whether
the platform’s analytical capabilities are generated by transmitting client data to external Al
infrastructure, and what the downstream implications of that transmission are. This is not a
niche technical concern. It is the central data privacy question for any Al-powered tool deployed
in an environment where the data being processed is confidential, competitively sensitive, and
subject to regulatory protection.

How Al-Powered Tools Actually Handle Your Data

To understand the risk, it helps to understand where most Al-powered intelligence platforms
actually get their analytical capability — because in the majority of cases, it does not come from
the vendor itself. Most intelligence platforms are built on top of third-party Al infrastructure. The
vendor builds the interface, the workflow, the integrations, and the reporting layer. The Al model
that generates the insight — the forecast, the attribution analysis, the deal recommendation —
is provided by a separate Al provider whose infrastructure the vendor licenses and routes data
through.

This is a rational engineering choice. Building and maintaining proprietary large-scale Al models
requires computational investment that most software companies cannot justify. It is far more
efficient to integrate a capable third-party Al model than to build one from scratch. The result,
however, is that the vendor is functioning as an intermediary: collecting your data, passing it
downstream to a third-party Al provider to generate the output, and returning the result.

The consequence is that the data governance question cannot be answered by evaluating the
primary vendor alone. When a portfolio company’s revenue data, pipeline data, customer data,
or operational data is processed by one of these platforms, it travels beyond the vendor — to
the third-party Al provider’s infrastructure where the actual analysis is generated, and potentially
onward to that provider’'s own sub-processors and cloud services. The primary vendor’s privacy
policy governs what the primary vendor does. It does not govern what happens downstream.
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HOW AI-POWERED TOOLS HANDLE YOUR DATA

Two architectural models — one structural risk difference

STANDARD CLOUD-PROCESSED MODEL CONTAINED-ENVIRONMENT MODEL

Portfolio Data Collected Portfolio Data Delivered Securely
Revenu eline, mer, and fi

Data Transmitted to Vendor Servers Analysis Runs In-House

le nment and t int nvironment

Third-Party Al Models Process Data No Third-Party Al Transmission
It

Output Returned — Data May Be Retained

The distinction is architectural, not contractual. Privacy policies govern vendor behavior. Architecture determines whether data needs to leave your
environment at all — and a model that never transmits data to external Al infrastructure has no equivalent vulnerability to manage.

The exposure this creates operates at several levels.

The downstream sub-processor chain. When a platform routes your data to a third-party Al
provider, that provider has its own network of sub-processors — cloud infrastructure services,
model training infrastructure, analytics layers — that the primary vendor has no contractual
ability to restrict on your behalf. The primary vendor’s privacy policy governs the primary vendor.
What happens two or three steps downstream is governed by agreements the client has never
seen and will rarely be given the opportunity to review.

Al model training by the third-party provider. The terms under which third-party Al providers use
the data routed to them by their platform clients vary significantly and are subject to change
through policy updates that the primary vendor may not surface to you. A tool that was
previously evaluated as low risk may have updated its underlying Al provider or that provider’s
data use terms — changes that rarely trigger re-evaluation within the client’s security or
compliance workflows.
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Regulatory jurisdiction. Cloud infrastructure does not respect the geographic boundaries that
data protection regulations are built around. Data routed through a third-party Al provider may
be processed in jurisdictions with materially different regulatory requirements than those
governing the client — and the primary vendor may have limited visibility into, let alone control
over, where that processing physically occurs.

Competitive sensitivity. The data that flows through portfolio intelligence tools is not generic. It
includes revenue figures, pipeline composition, customer concentration data, pricing structures,
product roadmaps, and go-to-market strategies — precisely the information that would be most
valuable to a competitor and most damaging if disclosed. Once that data reaches a third-party
Al provider’s infrastructure, the sponsor’s ability to govern what happens to it is materially
diminished, regardless of what the primary vendor’s privacy policy says.

The Regulatory Environment Is Not Waiting

The data privacy landscape that portfolio companies operate within has changed substantially in
the past two years and is continuing to change at a pace that outstrips most lower middle
market compliance programs.

At the federal level in the United States, the SEC has been actively exploring how investment
advisers use Al in developing analytical models and marketing materials, with a clear signal that
scrutiny of Al data practices in financial services is intensifying. Sensitive data misuse — where
Al models trained on investor data, proprietary models, or confidential portfolio company
information could inadvertently expose personally identifiable information — is one of the
primary Al governance concerns regulators have identified for private equity and asset
management firms.

At the state level, the picture has become considerably more complex. Sixteen U.S. states now
have comprehensive privacy laws on the books. The 2025 wave added Delaware, lowa, New
Hampshire, New Jersey, and Tennessee, among others — each with different requirements
around data processing, consent, and breach notification. For portfolio companies with
customers, employees, or operations across multiple states, the compliance surface area is no
longer manageable through a single regulatory framework.

Internationally, the EU Al Act represents the most significant development. As the first
comprehensive regulatory framework specifically governing Al systems, it establishes
requirements for transparency about how Al models use data, documentation of Al decision-
making processes, and fundamental rights impact assessments for high-risk systems. For
portfolio companies with any European exposure, it is a current compliance requirement.
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THE ACCELERATING DATA PRIVACY REGULATORY LANDSCAPE

Key milestones shaping compliance obligations for PE-backed portfolio companies

2018 o
GDPR Takes Effect — EU

2020 o

CCPA | CPRA — California

2023 o
SEC Al Scrutiny Intensifies

2024 °

EU Al Act — Full Effect
World's c ive Al regulation. Es! requirements for Al transparency, documentation, data use disclosure, and Fundamental
Rights Impact Asse nts for high-risk syst s to any organization deploying Al that affects EU individuals

ACTIVE NOW

re, lowa, New Hamp rsey, Tennessee, Minn Maryland, and Kentucky join 8 prior with comprehensive privacy
e s. 16 W e with different requirem thresholds, and enforcement mechanism

ACTIVE NOW

2026 o
Exit Diligence: Al Governance Now Standard

Buyers routinely scrutinizing Al data practices, sub-processor documentation, and privacy governance records during transaction due diligence
Sponsors who cannot produce clean documentation face valuation and timeline risk

EMERGING STANDARD

ISO 42001 — Al Management Standard

First international standard for Al management systems gaining adoption as enterprise and PE buyer requirement. Covers Al governance, risk
management, transparency, and ethical Al deployment documentation,

GAINING TRACTION

The compliance surface is expanding faster than most lower middle market portfolio companies can track. Each new regulation adds documentation
requirements, processing restrictions, and breach notification obligations — many of which are triggered by the third-party Al data flows embedded in standard
portfolio intelligence tools.

The exit implications are direct. Buyers are now scrutinizing how portfolio companies manage Al
as part of transaction due diligence — including documentation readiness, data and IP clarity,
and the ability to tell a credible story about privacy safeguards and regulatory compliance. Firms
that demonstrate disciplined Al governance at exit are more likely to stand out in competitive
sale processes. The inverse is equally true: a portfolio company that cannot document what Al
tools have touched its data, under what terms, and through which sub-processors has
introduced a diligence risk that will surface at the worst possible moment in the transaction
timeline.
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The Risk Across Tool Categories

Not all intelligence tools create equal exposure. The risk profile varies by category, architecture,
and the specific type of data the tool processes. The matrix below maps the primary tool
categories deployed in lower middle market PE portfolios against the key data privacy risk
dimensions.

DATA PRIVACY RISK BY TOOL CATEGORY

How the primary Al-powered platform categories deployed in PE portiolios compare across key exposure dimensions

Data Exits Sub-Processor Al Training Regulatory Exit Diligence

Tool Category Environment Exposure Risk Jurisdiction Documentation

i [ Medium | [ Medium | [ Medium [ wedium
= L Hion | L tign | [ Medium | [ righ [ wedium
Py [ Hign g | [ Hion [ righ [ High
Phattorma Y [ righ [ High
Eli:le: m I%t;ﬁ:t:;z;li;:posure — inherent to the gr?an;iéignal — depends on features m :::::Srn?:ﬁlendenl — requires direct

Note on Al feature layers: Risk ratings reflect platforms with Al fealures enabled — the default configuration for most current-generation tools. Many CRM
and engagement platforms have added Al capabilities that materially increase their risk profile relative to their legacy versions. Sponsors should evaluate the
current configuration of each tool, not its original category baseline.

Several patterns emerge from this analysis.

CRM and sales engagement platforms carry moderate baseline risk, primarily through the Al
features layered onto legacy CRM infrastructure. The core data storage function of a CRM is
relatively well-governed. The Al assistant features — deal coaching, email generation, pipeline
summarization — added to these platforms in recent years typically route data to third-party Al
providers to generate output. The risk is additive, created by a downstream dependency the
vendor may not prominently disclose.

GTM data enrichment platforms present a different risk profile. Their primary function —
aggregating and cross-referencing data from multiple external sources — means that portfolio
company data is routinely transmitted to and compared against third-party databases. The
exposure is structural and inherent to the tool’s purpose.

Revenue attribution and analytics platforms handle some of the most sensitive data in the
portfolio intelligence stack — closed revenue figures, customer acquisition costs, pipeline
conversion data — and increasingly rely on third-party Al models to generate attribution
insights. The data sensitivity is high, and the downstream processing dependency means that
the most confidential revenue data in the portfolio is being routed outside the primary vendor
relationship entirely.

Portfolio monitoring platforms — tools that aggregate KPI and financial data across portfolio
companies — concentrate risk in a particularly consequential way. By design, they ingest data
from multiple portfolio companies into a unified environment. If that environment routes data to
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third-party Al infrastructure for its analytical capabilities, the downstream exposure is multiplied
across every company in the portfolio simultaneously — a concentration of risk that no single
portfolio company’s privacy posture can address on its own.

What a Structurally Different Model Looks Like

The response to this risk landscape is not to avoid intelligence tools. The appropriate response
is to understand the architectural distinctions between tools and to apply that understanding in
procurement and deployment decisions.

The critical architectural question is deceptively simple: does the analytical capability require
portfolio company data to leave a controlled environment?

For the majority of Al-powered intelligence platforms, the answer is yes — by design and by
necessity. The analytical output is generated by third-party Al models that the vendor has
integrated into its platform, and the only way to access those models is for the vendor to route
your data to where they live. The primary vendor is the conduit. The third-party Al provider is the
destination.

A structurally different model inverts this. Rather than routing client data through external Al
infrastructure, the analytical engine is built and maintained within a controlled environment —
one that the advisory relationship governs directly. Portfolio company data is delivered securely,
processed internally, and never transmitted to third-party Al providers as part of the analytical
workflow. The intelligence is generated in-house. The data stays in the room.

This distinction has several practical implications that matter specifically to PE sponsors.

Downstream sub-processor exposure is eliminated at the source. If data never travels to a third-
party Al provider, the entire downstream chain — the provider’'s own sub-processors, cloud
infrastructure, and data retention practices — never comes into contact with your portfolio data.

Third-party policy change risk is contained. When data never reaches a third-party Al provider,
changes to that provider’s data use or retention policies — changes the primary vendor may
have no power to prevent — are simply irrelevant.

Regulatory compliance is structurally simpler. When data does not cross jurisdictional
boundaries as part of the analytical process, the compliance question shifts from “which
regulations govern data that has traveled through this sub-processor chain” to “what governs
data within our controlled environment” — a substantially more manageable question.

Exit diligence documentation is straightforward. When a buyer asks how portfolio company data
has been handled by intelligence tools during the hold period, a sponsor whose advisory
relationship operates within a contained architecture can answer that question cleanly and
completely.

Questions PE Sponsors Should Be Asking Now

The practical application of this analysis is not a wholesale replacement of the portfolio
intelligence stack. It is the introduction of a more rigorous evaluation framework — one that
treats data architecture as a first-order risk dimension alongside functionality.
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FOUR QUESTIONS PE SPONSORS SHOULD ASK ABOUT EVERY INTELLIGENCE TOOL

A practical evaluation framework for assessing data privacy risk before deployment

Does this platform transmit portfolio company data to external Al infrastructure to generate its analytical output?

Who are the third-party Al providers and sub-processors that may access our data, and under what contractual terms do
they operate?

or. The tf

Under what conditions, if any, could our portfolio company data be used to train or improve the third-party Al models this
platform relies on?

What happens to our data if we terminate the relationship — and what is the retention period at both the vendor and third-
party provider level?

nto a third-party

A vendor that cannot answer these questions directly and in writing is not a vendor whose architecture is aligned with the confidentiality
requirements of PE portfolio data. The inability to answer is itself diagnostic information.

Conclusion

The intelligence tools reshaping how PE sponsors manage portfolio company performance are
genuinely valuable. The firms that deploy them well will create real operational advantages. The
firms that deploy them without understanding how those tools handle confidential data
downstream — specifically, whether analysis is generated by routing portfolio data through
third-party Al providers — are accepting a risk that is structural, accelerating in its regulatory
dimensions, and increasingly visible to buyers at exit.

The good news is that the architectural distinction — between tools that require data to leave a
controlled environment and tools that do not — is identifiable and evaluable. It is not a matter of
trusting vendor representations. It is a matter of understanding how the product works.

For lower middle market PE sponsors, the implication is straightforward: the same rigor applied
to financial and operational due diligence at the deal stage should be applied to the data
architecture of the intelligence tools deployed throughout the hold period. The question is not
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whether your tools are useful. The question is whether you know what they know, who
generates that knowledge downstream — and what happens to your data in the process.

About NorthShift

NorthShift is a strategic intelligence advisory purpose-built for lower middle market private equity.
Our Al-powered platform gives PE Deal Partners and Operating Partners prescriptive activation
roadmaps and real-time performance visibility across their portfolio companies — at diligence, post-
acquisition, and through exit.

Engineered for data privacy, NorthShift operates on a fundamentally different model than the
platforms examined in this paper. Portfolio company data is delivered securely and analyzed
entirely within NorthShift's own contained infrastructure — the analytical engine is built in-house,
which means the intelligence is generated without your data ever leaving a controlled environment.
We never transmit portfolio data to third-party Al providers. For PE sponsors for whom
confidentiality is not optional, that architecture is not a feature. It is the foundation.

For more information: NorthShiftConsulting.com
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